POE Security Camera System

Quick User Guide

Table of Contents

e CAMBIA. ... ettt et e et e et e e eeaveeeeteeeeteeeeareeeeareeenaeeean 1
1.1 CAMEra FEALUIES ... e e e e e eaneeens 1
1.2 Device INHaliZation..............oovi oo 1
1.3 MOIfY IP AQAIrESS ..ottt e 7
1.4 Login WEB INterface ... 7
2. CaAMEIA SQUUP.........ooeeeeeeeee ettt et 9

3. Connect cameras to NVR 13

--------------------------------------------------------------------------------------------



3.1 System Topology (reference only) ........ccoceoiriiiiiinireee e 13

3.2 Dahua NVR Configuration ............cccoiiiiiiiieieeeeeeee e, 14
3.3 NVR Configuration with ONVIF (Take Hikvision NVR as an example)........... 19
4. Mobile Phone APP ... e 26
4.1 Download and install APP ... 26

4.2 Add DEVICE ..ottt 26



1.Camera

1.1 Camera Features:

v 4MP/6MP POE IP camera dome/bullet, night vision, smart detection, built-in Mic optional, SD
storage optional, motorized VF lens optional, 4X/5X zoom optional

v" Plug and Play with Dahua POE NVR, can also work with ONVIF, easy access to third-party
NVR and video surveillance system

v" Management Software: Smart PSS, GDMSS,IDMSS, Easy4ip ,also easy setup in Blue Iris and
VLC.

v' Easy P2P monitoring via smart phone APP(Android/IOS)
v IP67, IK10, Metal Body

v' Power Supply: DC 12V or POE 803.2a.f

Note:

1.0EM model POE camera customized from dahua WITHOUT BRAND LOGO ,don’t support
firmware update. you can also add the camera to your security system referencing dahua official
website guidance.

2.Default IP :192.168.1.108. Default user name and password are both admin. In order to enable
the camera to get access to the network smoothly, please set the useable IP segment reasonably
according to the actual network environment.

1.2 Device Initialization

Some models of cameras have been initialized after factory testing (such as HDW4631C-A,
HDBW4631R-S,HDBW4631R-ZS,HDBW4631R-AS,HDW4631C-A,HFW4631H-ZSA,HFW4431R-
Z and HFW4631F-ZSA. Some model cameras are uninitialized( such as hdw4433C-A,
HDBW4433R-ZS,HFW4433M-12).

Step1: Install ConfigTooL

Firstly open the official website :https://www.dahuasecurity.com,then select the detailed pages
“Support” > “Download Center’>“Tools” > “Maintenance Tools” (download the ToolBox for Microsoft
system, you can also directly download the Config Tool for Mac system . Download the ToolBox for
an example ) > “Download the ToolBox” > Click the “Install” to install the Config TooL. (See
Figure 1-1 - Figure 1-5)
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Step2:Initialize Camera

Connect the camera to the LAN (local area network) > Open the the ConfigTool to search for the
devices that need to be initialized > Select the device and Click the “initialize” > Enter your new
password and confirm the password you have entered > Enter a email address to reset the
password in case you forget the initial password you have set > Click the“Next”> Click the
“OK” ,then the camera start being been initialized> Wait a few seconds to complete the
initialization. (See Figure 1-6 - Figure 1-10)
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Note:
The following 2 lines of red warnings show the same IP conflict in the same LAN, you have to
modify different IP addresses for the same IP devices . (See Figure 1-11)
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1.3 Modify IP Address

Steps: Select the devices that the IP need to be modified > Select the “Search Setting”

and enter the camera's user name and password > Click “Modify IP

o (URNOINE or < - Select the “Static”, and enter the start IP, subnet mask and gateway
according to your LAN > Click “OK” to complete the IP modification. (See Figure 1-12)

Note:
You can set the DHCP mode if the local network can support the DHCP service, the device will

automatically be assigned a IP address from the DHCP server.

Devices found

B A B rc B sb B bvR [Fluninitialized
m wnvrR =] others = Initialized lis:
:. | E! NO. Status Type Model P MAC Version Operate

= - Modify IP Address . 0006
Mode (&)  Static ) DHCP
Start IP 192 . 168 . 1 . 76 [] samelp

Subnet Mask L R s et o L
Gateway 192 .~ 168 |
Selected number of devices 1 OK
@ Initialize 125 Modify IP B import @ Export == Add T Delete

Figure 1-12

1.4 Login WEB Interface

Steps: Open IE browser, enter the camera’s |IP address you have set Or click & to quickly open
IE interface > Enter username and password and click “Login”.> Download the plug-in when you
log in for the first time > When plug-in installation is completed, refresh existing web pages or
re-login, then the captured video image will be displayed. (See Figure 1-13 - Figure 1-15)
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2.Camera Setup

< Conditions >

Select “Setup” > “Camera” > “Conditions” > ,the system will display the settings for the camera
conditions. (See Figure 2-1)
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< Zoom and Focus >

Note:
Only motorized vari-focal devices support focus and zoom function, like IPC-HDBW4431R-ZS,
IPC-HFW4431R-Z , IPC-HDBW4631R-ZS, IPC-HFW4631H-ZSA)

Select “Setup” > “Camera” > “Conditions” > “Zoom and Focus” ,the system will display the zoom
and focus settings. (See Figure 2-2)
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< Video >
Select “Setup” > “Camera” > “Video” , the system will display the video setting interface.

(See Figure 2-3)

IP Camera

Snapshot
» Conditions

MNetwork

Event Encode Mode |H.264H v

Storage Smart Codec |OFF v|
System Resolution | 2560x1440 (256071440 V|
Frame rate(FPS) |5 v|
Bit Rate Type [CBR v|

Reference Bit Rate  763-5120Kb/S

Bit Rate |4096 v|
| Frame Interval 10 {5~150)
svc [1(off) v|

Watermark Settings

Watermark Character | Digila|CCW

Default H Refresh ” Save

Figure 2-3

-10 -



< Motion Detection >
Select “Setup” >“Event” > “Video Detection” >*Motion Detection”>“Area Setup”, the system will
display the “Motion Detection” setting interface. ( Firstly select the “ Enable” to enable the motion

detection function). (See Figure 2-4 - Figure 2-5)

IP Camera

Camera Motion Detection | Video Tampering | Scene Changing
Network

- Video Detection -

[« Enable

Working Period Setup

> Smart Plan -
Anti-Dither 5 Second (0~100)
> VS
> Face Detection
> Abnormality [wl Record
Storage Record Delay 10 | Second (10~300)
System [] Send Email
Information (] Snapshot
Default | ‘ Refresh | | Save
Figure 2-4
Area k3

Region || i
Name | Regiont
Sensifivity [=]* U 60

Threshold [=]){) 5

| Save | | Cancel

Figure 2-5
Note:
1. Different colors stand for different areas; can set different colors for different detection area.

2. The red line in the Oscillogram means triggering motion detection; green line means not
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triggering motion detection.

< Smart Plan >
Select “Setup” >“Event” > “Smart Plan” ,the system will display the “Smart Plan” setting interface.
( Firstly enable the smart plan before making the settings for IVS,Face Detection and other smart

functions). ( See Figure 2-6)

IP Camera

Camera Smart Plan
Network

» Video Detection
> Audio Detection

casimantaan,
> V3

» Face Detection

» Abnormality

Storage
System

Information

Figure 2-6

<IVS>

Select “Setup” >“Event” > “IVS”, the system will display the “IVS” setting interface. Click “ " to

set rule name and select the rule type. ( See Figure 2-7)
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3.Connect cameras to NVR

3.1.System Topology (reference only)

3.1.1 NVR without POE ( See Figure 3-1)
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3.1.2 NVR with POE ( See Figure 3-2)

To NVR POE port HD Monitor

. 8 ==
<o ® RJ45

HD IP camera(POE},-’E POE NVR

H

]

16

2

pod Ny Jeinos 0] Tﬁ H

G vt
"
A

4 DC12v —~
°® . Router il ‘)
HD IP camera (without POE) f»_ 'SP i
( <
b | —
RJ-45To router LAN port fn W
Figure 3-2

The camera can work with Dahua POE NVR,Plug and Play, besides,the IP camera also supports
standard ONVIF protocol ,which can be added to third-party video recorder easily with ONVIF.

Note:

(1)  Before connecting cameras to NVR that has POE switch ,make sure the NVR and
cameras have valid IP scheme that matchs each other.( e.g.: Hikvison NVR POE Port’s IP
Network Segment is 192.168.25.XX, so the camera IP must be 192.168.25.XX)

(2)  Before connecting cameras to NVR that has no POE switch, make sure the NVR
cameras and the POE switch router have valid IP scheme that matchs each other.( e.g.: POE
switch router router’s IP is 192.168.1.1, so the camera IP must be 192.168.1.XX)

(3)  Some POE NVR models support plug and play(such as Dahua POE NVR), if the “Plug
& Play’feature is not available or not applicable, please add camera manually.

3.2 Dahua NVR Configuration

3.2.1 Dahua POE NVR Configuration, Plug and Play

Steps1:Just play and plug, connect cameras to NVR’s POE Ports, and then connect monitor
and NVR via VGA or HDMI ports, power for those devices.
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Steps2: The camera will automatically match the IP address of the NVR’s POE switch , refresh few
seconds, video is showing, adding camera successfully. IP address of NVR's POE SWITCH
10.1.1.X (65) .(See Figure 3-3 - Figure 3-5)
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Figure 3-5

3.2.2 Dahua NVR (WITHOUT POE) Configuration, adding camera manually

Steps1: Connect cameras to POE switch or router ‘s Ports ,and then connect monitor and NVR
via VGA or HDMI ports, power for those devices .Confirm the the LAN is available, and make sure
the NVR , cameras and the POE switch router have valid IP scheme that matchs each other.( e.g.:
POE switch router router’s IP is 192.168.1.1, so the camera and NVR’s IP must be 192.168.1.XX)).
(See Figure 3-6)

Step2: Access NVR'’s Ul page > Select‘Main Menu” > “SETTING”>“Camera” > “REGISTRATION”
(See Figure 3-7)

Step3: Select “Manual add” > Enter camera’s IP address and password > Click “OK” > Refresh
few seconds, video is showing, adding camera successfully. (See Figure3-8 - Figure3-10 )
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B¢ CAMERA = { - o O] 2
> Camera List Camera List Device Status Firmware Update
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You can also login in the IE Web interface of the NVR to add the camera manually. (See
Figure 3-11)
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REGISTRATION .

> IMAGE
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NETWORK
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STORAGE IP Address 192.165.1.29
SYSTEM TCP Port 3777 (1~65535)
Usermname admin
Password | ssese - ‘ Connect
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Add Remote Channel No. [1 v
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|IP Address
| oK | | cace ]
| Delete | | import | | Export | | Refresh |
Figure 3-11

< Dahua NVR Web Adding Interface >

3.3 NVR Configuration with ONVIF (Take Hikvision NVR as an example)

3.3.1 Camera connect to Hikvison POE NVR (NVR have POE Ports)

Note: 1.Make sure the POE switch’s IP address of the NVR and cameras have valid IP scheme
that matchs each other

2. Enable the “ONVIF” of the camera and NVR in Web interface.

Step1: Search for the NVR’s internal NIC IPv4 address.

Access NVR'’ s Ul page>Select “System” >“Network” > “TCP/IP” > “ internal NIC IPv4 address” .
( See Figure 3-12)

Step2: Modify the camera’s IP to match the same network segment with NVR . ( See Figure 3-14)
Step3: Connect camera to NVR’s POE Ports and add camera manually with ONVIF

Access NVR’s Ul page>Select “camera” > Select the camera’s connecting channel
number>Click the add button > Select “Manual” for the adding method > Select “ONVIF” > Enter

the camera’s IP address ,user name and password > Select “OK” refresh few seconds,video is
showing,adding camera successfully. ( See Figure 3-15- Figure 3-17 )
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You can also login in the IE Web interface of the NVR to add the camera manually.

Figure 3-18)
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IP Camera Address [192.168.25.123 [}

Protocol [ONVIF V]

Port (8000 |
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User Name [admin |

Password [s0eesese (-]
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Figure 3-18
<NVR Web Adding Interface>

3.3.2 Camera connect to Hikvison NVR via Router or POE Switch (NVR havn’t POE Ports)

Note: 1.Make sure the NVR and cameras ’IP address have valid IP scheme that matchs each other
2.Enable the “ONVIF” of the camera and NVR in Web interface

Step 1:Modify the IP address of camera and NVR to make sure the NVR , cameras and the POE
switch router have valid IP scheme that matchs each other.( e.g.: POE switch router’s IP is
192.168.1.1, so the camera and NVR’s IP must be 192.168.1.XX) . (See Figure 3-19 - Figure 3-20)

Step2: Add camera to NVR manually with ONVIF

Access NVR’s Ul page > Select “camera” > Select the camera’s connecting channel
number>Click the add button > Select “Manual’ for the adding method > Select “ONVIF” > Enter
the camera’s IP address,user name and password > Select “OK” refresh few seconds,video is
showing,adding camera successfully. (See Figure 3-21 - Figure 3-23)

< Config Toolg for modifying Camera’s IP >

Devices found { i '

5D DVR W Uninfialiped
| Olhers | nitiaksed e
bcaied [ MALC ersion Operato
IPC-HPWL4IR.E a0 b 13117 2 005
192.168.1.17
= (change 170)
Figure 3-19

< SADP for modifying NVR’s IP >
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SADP

Total number of online devices: 2

8000 N/A V3.4.6build 1604..,

Active

002 DS-7608NI-12/8P Active 1build 171... 192.168.1.1 80 DS-7

192.168.1.105

Figure 3-20
NVR * Q! 10

System IP Channel PoE Settings PoE Binding Configuration

Added Device List Edit IP Camera
Network

Camera Channel No. D1
| Camera No. | IP | Operation | Security

Adding Method | Manual

Camera D1 19 IF 2 Weak Password

: Il !
Display D2 19 Channel Address 192.168.1.170 1SION

3 19 'ISION

Protocol = ONVIF
Privacy Mask
D4 19
Management Port | 80
Event D5
D6 Channel Port
Record
D7 Transfer Protocol  Auto ISION
'ISION
User Name  admin
'ISION

Camera Password e
Activation Pa ISION
'ISION

'ISION
Cancel

m}
O
[m]
O
(]
O
(W]
O
O
m}
O
a
(m]
=
O

..ISION

| > Online Device List
% Easy Mode

Figure 3-21

Figure 3-22
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NVR * L0

System > IP Channel PoE Settings PoE Binding Configuration

Addec vice List
Network

Custom Add & Show P [E Export [£ Import - More
mera
| Camera No. | IP Address | Camera Name | Status | Protocol | Operation | Security
Samers D1 192.168.1.170 IPC [ ONVIF 2 Weak Password
Display D2 192.168.25.3 IPCamera 02 HIKVISION
D3 192.168.25.4 IPCamerX 03 HIKVISION
Privacy Mask =
D4 192.168.25.5 |PCamera 04 HIKVISION
Event D5 192.168.25.6 |PCamera 05 HIKVISION

D6 192.168.256.7 |PCamera 06 HIKVISION
Record
D7 192.168.25.8 |PCamera 07 HIKVISION
D8 192.168.25.9 |IPCamera 08 HIKVISION
D9 192.168.25.10 |PCamera 09 HIKVISION
D10 192.168.25.11 IPCamera 10 HIKVISION

192.168.25.12 |PCamera 11 HIKVISION

192.168.25.13 IPCamera 12 HIKVISION

192.168.25.14 IPCamera 13 HIKVISION

s
a
a
a
a
a
a
a
a
a
a
O
a
a
a
]

192.168.25.15 IPCamera 14 HIKVISION

> Online Device List
= Easy Mode

Figure 3-23

You can also login in the IE Web interface of the NVR to add the camera manually (See
Figure 3-24)

IP Camera Address [192.168.1.17 |
Protocol | ONVIF N ‘
Management Port (30 |
Channel No. [1 |
User Name [admin |
Password [s00see |
Confirm [ses0ee |
Transfer Protocol [Aute v
Adding Method | Manual V‘
Cancel

Figure 3-24
< Hikvision NVR Web Adding Interface >

4. Mobile Phone APP
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4.1 Download and install APP
You can directly scan the QR code below based on your smartphone system to download app
for Android or IOS ( DMSS ), you can also go to the “Google Play” or “App Store” to download and

install it.

Mobile Phone APP for IOS: Mobile Phone APP for Android :

4.2 Add Device

1. Scan the QR code on the p2p of the device, and fill in the device hame and device account
password according to the prompts.

I PERE 46 9:01PM ® 20% 0 W FERE 46 9:02 PM 8%
< Add Device | < Add Device

) SN/Scan LJ

H
| B ® v
Wireless  Wired Camera PTZ Camera NVR
(® IP/Domain Camera
@ online Search
DVR/XVR IVSS

+ © o O

Floodlight C26E F26F/FA6F Smoke

Detector
Automatically scan the device QR
code placed in the frame. - l
VTO VTH Chime Doorbell

Manually Enter SN

3
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ahwbd=

1l FEEE 4G 9:04 PM 7%

ol FEEGE 46 9:03 PM 7%
: test 5
< Add Device Save < © &

Add Mode

SN: 7M11303PAG4314F

Device Name: test

Username: admin

Password: @

= Alarm Message

Click “+”"add device.

Scan the QR code of the device or enter the device sequence list.
Select device model.

Enter device name and password.

Real-time preview.

Note: you can use the ConfigTool or login in the IE web pages to find the SN of the camera.

( See Figure 4-10 - Figure 4-11)

IP Camera

Camera TCPIP Easy4ip

|«] Enable

» Connection S Onjife
> PPPoE

SiN
> DDNS

QR Code
» IP Filter
> SMTP(Email)
> UPnP
> SNMP l Default J l Refrash ‘ I Save
> Bonjour
> Multicast

Figure 4-10
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Devices found

a " Click

W A W IPc W sp @ Dpvr [HUninitialized
_ _ _ 2

D NO. Statu Operate /
o ¢ Initial Type IPC po122R
[ 2 Initial i SR o02er 3
| |8 Initial 00000.0

Port 37777

MAC a0:bd:1d:31:f7:be

Subnet 255.255.255.0

Gateway 192.168.1.1

Serial No 5F07158PAA14B74

Version V2.420.GP01.22.R

Build Date 2018-12-08
W Initialize 1 Modify IP ®mport @ Export == Add il Detete

Figure 4-11

Dear Customer

Thank you for your recent purchase of our IP cameras. We hope you will
be pleased with both the product and service you received. If not, please
give our helpful customer service team an opportunity to improve your

experience right away; our team members are more than happy to help.

Meanwhile, we also welcome you to post a Product Review so that
others can benefit from your experience. As a growing business, we know

how scarce time can be, so we especially appreciate your time and input.
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We're always looking for ways to improve, so thanks again for your

business, support ,and feedback.

Warm Regards

Customer Tech Support Team
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